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Introduction 
When adding a Code Sample, please choose the 'Normal (DIV)' formatting, in order to av
oid text glitch over the page borders 

 

CyberArk Identity integrates with Ivanti Connect Secure VPN to add multi -factor authenti

cation (MFA) via SAML or RADIUS. This article will walk through the steps for SAML inte

gration.   
 
Step-by-step instructions 
When adding a Code Sample, please choose the 'Normal (DIV)' formatting, in order to av
oid text glitch over the page borders 

Add a new SAML configuration in CyberArk Admin Portal 

  

1. Go to Apps & Widgets > Web Apps and click Add Web Apps. 
2. Select the Custom tab, look for SAML, then click Add. 
3. In Settings, change the name to something recognizable like “Ivanti Connect Secure”. O

ptionally add a logo. 
4. Go to Trust > Identity Provider Configuration, then download the Signing Certificate 

and the Metadata File. 



 
 
Leave the Ivanti Connect Secure SAML settings in the CyberArk Admin Portal open, as w

e will return to complete additional settings. Open a new browser window or browser ta

b and log into the Ivanti Connect Secure Admin Console. 

Enable SAML authentication in the Ivanti Connect Secure Admin C
onsole 

  

1. Create the Ivanti Connect Secure Entity ID 
a. Go to System > Configuration > SAML > Settings 
b. Under Metadata Server Configuration, enter a hostname in the Host FQD

N for SAML field, then click Save Changes. 



c. Click Update Entity Ids. 

 

  

2. Import CyberArk’s IDP Metadata file 
a. Enter a Name. 
b. Click System > Configuration > SAML > New Metadata Provider . 
c. Upload CyberArk’s Metadata file (already downloaded in a previous step). 
d. Tick the box “Accept Unsigned Metadata” 
e. Upload CyberArk’s Signing Certificate (already downloaded in a previous step).  
f. Tick the box “Identity Provider” 



g. Click Save. 

 

  

3. Create a new SAML Identity Provider 
a. Go to Authentication > Auth. Servers 



b. Under the New field, select SAML Server and click New Server 
c. Under Settings: 

i.Enter a Server Name (ex. Ivanti Connect Secure). 
ii.Select Metadata (all the required fields will be automatically filled) 

d. Under Service Provider Metadata Settings: 
i.In the Metadata Validity field, enter the number of days up to which the 

metadata is valid (ex. 9999 days) 
ii.Enter a Server Name (ex. Ivanti Connect Secure). 

e. Click Save Changes. 
f. Under Service Provider Metadata Settings, click Download Metadata to d

ownload the Ivanti Connect Secure metadata. 
4. Go to Users > User Realms, select Users > Servers >. Authentication and apply SA

ML authentication to all users, else go to Users > New User Realms to assign a subse

t of users through Role Mapping. Please see the Ivanti Connect Secure documentatio

n for more details on SAML authentication assignment options. 

Complete the SAML settings in the CyberArk Admin Portal 

  



1. Return to the Ivanti Connect Secure SAML configurations, in the CyberArk Admin Portal, 

and go to Trust. Scroll down to Service Provider Configuration. 

 
2. Leave as Metadata and click Choose File to upload the Ivanti Connect Secure metadat

a file that was downloaded from Ivanti Connect Secure in a previous step. Click Save. 
3. Go to Account Mapping and change the Directory Service field name to sAMAcco

untName if you log into Ivanti Connect Secure with your sAMAccountName (ex. jsmith

). Leave as userprincipalname if you log in with fully qualified domain name like “jsmit

h@domain.com. 
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4. Go to Permissions and add the users, groups, or Roles that will be using The Ivanti Sec

ure Access client. Click Save. 

 

5. Applying MFA polices. 
• The first MFA policy that is triggered when logging into The Ivanti Secure Access 

client will be Policies > (Policy assigned to the user) > Authentication Po

licies > CyberArk Identity. Learn more at https://docs.cyberark.com/Prod

uct-Doc/OnlineHelp/Idaptive/Latest/en/Content/CoreServices/Authenti

cate/MFA-UserPortal.htm 

https://docs.cyberark.com/Product-Doc/OnlineHelp/Idaptive/Latest/en/Content/CoreServices/Authenticate/MFA-UserPortal.htm
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•  

• If there are no MFA policies applied in Policies > Authentication Policies > Cy

berArk Identity, MFA policies can be applied in the Ivanti Connect Secure SA

ML configurations. In the Connect Secure SAML settings, go to Policy to confi

gure MFA policies. Learn more at https://docs.cyberark.com/Product-Doc/

OnlineHelp/Idaptive/Latest/en/Content/iDaptiveTrial/appMFATrial.htm 
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